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NEW GUIDELINES FOR USER
IDS AND PASSWORDS

Strengthening security for the Department’s
Web Applications

a webinar by the Office of Data System Management

Missouri Department of Elementary
January 20,2012 M and Secondary Education

Today’s Topics
[

o Web Security Policy Changes

0 Password Reset Process Changes
o Self User ID creation changes

o Inactive User ID Clean Up

0 Update User and Security Information
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Web Security Policy Changes

Strengthening security for the
Department’s Web Applications.

Web Security Policy Changes
(N | ——

o Account Lock Out Guidelines
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Account Lock Out
ey |

After 5 invalid password or unsuccessful access attempts, the account will be frozen
for 30 minutes.

éMissouri

S EPATTHENT OF ELEVENTARY 5 SECONTARY

EDUCATION.

District/LEA:

Account is Locked!

To protect the secury of ths account, we Imitthe number of unsuccesshul attempts that can occur at on time, Flesse sllow 30 minutes forthe security system tc re-znzble the sccount

Pesse clizk te fallowing lin to continue tc the DESE Loain page.

Web Security Policy Changes
[

o Password Guidelines
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Password Guidelines

0 In the end, only users will generate passwords

o Any default or initial password issued by a security
administrator shall be valid only for the user’s first logon
session. For User IDs created by the User Manager and/or the
Department, the password is automatically the word entered

into mother's maiden name field - then must be changed by the
user during the first log-in.

Password Guidelines (cont.)

0 Password must contain at least 1 character from
each of the following 3 groups is required:
o Uppercase Alphabet
o Lowercase alphabet
o Numbers 0-9

o Optional Special Characters:
@\$=":"&*()';<>.#%]+$
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Password Guidelines (cont.)
[

0 Passwords must be at least 7 characters long
0 Password history will be the last password.

o Passwords may not contain all or part (3 or
more sequential characters) of the User Name

o Must change password every 90 days.

Password Guidelines (cont.)
(N | ——
Will be prompted to change your password when
it expires.

QUissouri |
| EDUCATION

.......

Change Password:
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Password Reset Changes

Easier and more secure
password reset process.

Password Reset Process
-
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Password Reset Process
-

M Pamwcns Reset - Windows bntemes Exclorer
[« @ I - - [ 2] 0] ][4 cooste
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OMissouri

| EDUCATION

Forgot Username/Password?

»
¥
[ . To receive assistance with your username or password, please select one of the below
b eptions:

¥

| e Forgemmens oy Pasimed. Pnguuenl My Passmerd

1 have fargoren my Usermamne

“Milssouri pubc schocks the best chowe_the best results!™

2 @ Iriemet | Prosecied Mode On e AL
] - s 2 {omect [ TS0 O b Ot ) 5% botvares M) Wi Dwetispn. i iemeten imp SetSovn Porial B meticg v ® -

Password Reset Process

CMissouri
| EDUCATION.

District/ LEA:

Forgot Username,/Password?

Enter thn below information:

[LICprreaes

HI00% -
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Password Reset Process

Password Reset Process
I

""Missouri Department of Elementary and Secondary Education”

Hello,
You are receiving this email because a request was made on the DESE website.

To complete vour request to reset vour password. please click or copy and paste the following
link into your browser:

http-/apptest.dese mo gov/webLogin‘remind aspx?
SecuritvK ey=86adc9a98ffb4 7ce81b725a7752a06fb

This temporary link is only valid 1 hours from the time it is requested.
Thank vou,

DESE
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Password Reset Process

QMissouri
| EDUCATION

Change Password:

Self User ID Creation Changes

In case you need to create your
own user id.
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Entering Information

| 44 DESE Wetr Windl
) Fm— ] 41| % || 4] Googie K
X ®comwen = BSelect x JEdit = EPostio
¢ Favorites L #8) DESE Intracet 37| ime test [T me blog 4. UM torms 82 web apps @ METL T O Cont Calts. & Cormect @ €V W) Emp Se-Service Portal
= - {8 DESE Web Applicat | 3 DESE Web Apps YSioe B - o - Page= Satety= Toohr =
Ly Register for New Account: i
e
b
(= Enter Password and Security Information:
v
13 First Name: claranne
g st Mame: vogel
Date of Brth: 1
(MDD 1021934 o
Maother's :3mm:| smith
User Nasne
(Max 10 clamnneo
charncters)
Password: Y
Cont 4
o -
E-mai: ranne vogeliidese mo gov
Qu IF you forget pour passward, you will be asked the Securty QUesHon you choose heve and
Prompted (3 onter the answer you specily bolow,
Secunty
Angver '
[ Create User | [ Gancel b
[

Sk Local imranet | Protected Mods: Off

1

iy v W15% v I

Entering Information

1 8 DESE Wb Applications - Windaws Intermet Exploner

e . ~lanixlle 2.
x  comert v [2Select x Lredis = Birostiokf1
- ¢ Favorites | DESE bntranet | ime test [C] me blog @ UM forms 38 web apps ¢ METL Ty 04 Cont Caits | Connect 4 ©v | Emp Seit-Service Portal
* 9 DESE Web Appiicat &8 DEST Wee i IR = I v Page= Satety = Tools~= @@=
b 3
3 Fiest Name: elatinne
Fge
s Last Hame: vogel
DB 01021934 . T
Hother's Maiden
Hame L
(Max 10 clarannevs
rs)
ik e voebEdese mo gy
Secunty e 3
Guestion, If KOU FOTDEE VOUF PASSWOID, yOu will be asked the SECUNTY QUESTION You Choose here and
Prompted to enter the anSwer you speciy below.
Security
Ansvear
[ Create User | Cancel
[LEseE

& Local intranet | Protected Mosde: OFf . T ®125%

—q‘
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Preventing Duplications

Distrsct/LEA:
b
13

4
4
b

4 DESE - Winderws = =
@ _‘-V ) hitps/ fu = mo.gov we sy | % | M) Googie D -
X RComvent ~ ESelect x rEdit = BPostiol
[ Favontes 5 | Weicome! The Knot Wed_ 3] DESE baramer I lime test [C) me biog A& UM forms 3 web apps @ meTL Ty 04 Cont canis & Connect 3 o
9 DESE Web Anplications B v B - 2 v Page~ Satety~ Tooh~ i~
| R e —
| EDUCATION

Register for New Account:

Account Already Exists!

The security system had identified that oo

count(s) matching the registration informatian ma

@ Intermet | Protected Mode: On

Inactive User ID Clean Up

Preventing old ids from coming
back to haunt us.
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Inactive User ID Clean Up
[ I —
0 User IDs that have not logged in over 13 months
will be disabled.
o You will receive an email 5 days prior to your user
id being disabled.
%
Inactive User ID Clean Up
(N | ——

o Disabled user ids will remain in the system for
an additional 3 months before they are
completely deleted.

o To re-enable a disabled user id before it is deleted,
email webreplyafsit@dese.mo.gov

o After a user id has been deleted from the system,
user id will have to be recreate as a new user.
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Update User and Security Information

Update User and Security Information
(N | ——

4 DESE Wes Appications - Windows Intemet Explorer
Gl 8 magen S IEICIE

t ®Comert » Bodent 1 Wresr ~ Broto]

g 1) DESE rranet. ) ime sest [ me tiog . UM forrms 3] web apn @ meETL Ty 08 oot Caits ) Comect . OV W) Emp Seff-Serce Portal x| 115D Onine tefp Desk 4 OV 21 |
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Change Password

Pl DESE Wetr Appiicatans - Windows Intemet Erpiceer
G~ @) s —
x  @Ecomwer v [Select

g Farvoeites

&9 DESE Web Applicatons

g ¥ DESE Intranet 3| time test [C] me tiog 4. UM forms &2 | web apps @ veTL Tl O Cont Calts )| Connect @& v T Emp Sesf-Service Portal

¥ 4y | 3¢ 48] Googre B

Wredit = Blrostiol

% = EY - 4 o v Page= Satery= Toohw @+

== é)

CMissouri
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District /LEA:

Change Password:
-
v
v
’ Complete the information belaw and ckck ‘Change Fassword'
v
S (e

Fassward

s

Gontiem

Fascward

Change Password
Done

@ Internat | Protected Mode: On i Bt | | I

Change User Information

4 Untitied Page - Windows Intermet Explorer o e el
P = 3 | .
G (8 e e - 4 sy | 3¢ | 89 Goopie L -
% @comen v Bselen x Lrea = Birostiot
¢ Favorites 3| DESE Intranet 7| time test [E] me biog 4 UM forms #3 | weo apps @ mETL Ty 0 Cont Cants. 2l Connect . €V T Emp Selt-Service Portal
%3 Untitied Page Meow B - £ om v Pagew Sateyv Tookv v
Districtf LEAT
» &
User Information:
"
: Current User Tnformation:
v .
B User reamme cvogel
»
First Narme CLARANNE
Lisst Name: VOGEL
Emad Adaress. claranna vogalifidese ma g
Mother's Maiden Mame  uriknow
Date Of Brth AT
(mmideiyrrr) !
Save Changes and Conbnue §
Done @ Iternet | Protecied Mode: On £ v wanx - llI
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Change Security Question/Answer

i3 ¥4 Unsitled Page - Windows Intemet Explorer

=8 npsie Jesemo.gov/webl - & 42 | 3¢ [ 88 Googi P~
| * ®comert v MEsetect x rEdit * EiPosttol
¢ Favorites § ¥ DESE ranet 37| lime test [C) me blog . UM forms @3] web anps @ METL TR} 04 Cont Calts. &) Connect . © I Emp Self-Service Portal
£ Umitledt Page B -8B - # v Pagew Safety~ Tools~ g~

O Missoul

| EDUCATION

District/LEA:

Security Question/Answer:

To help keep your account secure, Set A Security Question you need to answer when recovering a forgotten password

Security Questian.

Security Answer.

Save Changes and Conlinue

Questions and Answers
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dese.mo.gov
dsm@dese.mo.gov

()S Missouri
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