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NEW GUIDELINES FOR USER 
IDS AND PASSWORDS

Strengthening security for the Department’s 
Web Applications

a webinar by the Office of Data System Management

Missouri Department of Elementary
and Secondary EducationJanuary 20, 2012

Today’s Topics

b S l ChWeb Security Policy Changes
Password Reset Process Changes
Self User ID creation changes
Inactive User ID Clean Up
Update User and Security InformationUpdate User and Security Information
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Web Security Policy ChangesWeb Security Policy Changes

Strengthening security for the 
Department’s Web Applications.

Web Security Policy Changes

A k O G d lAccount Lock Out Guidelines
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Account Lock Out

After 5 invalid password or unsuccessful access attempts, the account will be frozen 
for 30 minutes. 

Web Security Policy Changes

d G d lPassword Guidelines
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Password Guidelines 

In the end, only users will generate passwords
A d f lt i iti l d i d b itAny default or initial password issued by a security 
administrator shall be valid only for the user’s first logon 
session. For User IDs created by the User Manager and/or the 
Department, the password is automatically the word entered 
into mother's maiden name field ‐ then must be changed by the 
user during the first log‐in.  

Password Guidelines (cont.) 

Password must contain at least 1 character from 
each of the following 3 groups is required:each of the following 3 groups is required:
Uppercase Alphabet
Lowercase alphabet
Numbers 0‐9

Optional Special Characters: 
@\$=!:^&*()';<>.#%]+$
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Password Guidelines (cont.) 

Passwords must be at least 7 characters long 
d h ll b h l dPassword history will be the last password.

Passwords may not contain all or part (3 or 
more sequential characters) of the User Name
Must change password every 90 days.

Password Guidelines (cont.) 

Will be prompted to change your password when 
it expiresit expires.
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Password Reset ChangesPassword Reset Changes

Easier and more secure 
password reset process.

Password Reset Process



Missouri Department of Elementary and 
Secondary Education

January 20, 2012

Office of Data System Management 7

Password Reset Process

Password Reset Process
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Password Reset Process

Password Reset Process
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Password Reset Process

Self User ID Creation ChangesSelf User ID Creation Changes

In case you need to create your 
own user id.
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Entering Information 

Entering Information 
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Preventing Duplications 

Inactive User ID Clean UpInactive User ID Clean Up

Preventing old ids from coming 
back to haunt us.
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Inactive User ID Clean Up

User IDs that have not logged in over 13 months 
will be disabledwill be disabled.
You will receive an email 5 days prior to your user 
id being disabled.

Inactive User ID Clean Up

Disabled user ids will remain in the system for 
an additional 3 months before they arean additional 3 months before they are 
completely deleted.
To re‐enable a disabled user id before it is deleted, 
email webreplyafsit@dese.mo.gov
After a user id has been deleted from the system, 
user id will have to be recreate as a new useruser id will have to be recreate as a new user.
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Update User and Security InformationUpdate User and Security Information

Update User and Security Information
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Change Password

Change User Information
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Change Security Question/Answer

Questions and Answers
30
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Contact Us31

dese.mo.gov
dsm@dese.mo.gov

Contact Us


