REGULATION I1: CONFIDENTIALITY

A. CONFIDENTIALITY OF PERSONALLY IDENTIFIABLE
INFORMATION

It is the policy of the Missouri Department of Elementary and Secondary Education (DESE) that
all information collected and maintained by public agencies responsible for the provision of special
education and related services for students with disabilities will be protected to ensure the
confidentiality of all such information consistent with the specific procedures established in this
section.

DEFINITIONS

Destruction means physical destruction or removal of personal identifiers from information so that
the information is no longer personally identifiable.

Educational records means records maintained by a public agency responsible for the provision of
general education or special education and related services that pertain to the special education and
related services provided to a student with a disability. The term includes medical, psychological,
and educational reports but does not include records of instructional, educational, ancillary, super-
visory, and administrative personnel which are the sole possession of the maker and which are not
accessible or revealed to any other personnel, except another person who performs on a temporary
basis the duties of the individual who made the record. The term includes test instruments or
protocols/score sheets and a record of the test results. Copies of test protocols will only be
provided if the failure to do so would effectively prevent the parent or student from exercising the
right to inspect and review the educational records. The term does not include certain records
maintained by a law enforcement unit of a public agency or records maintained about a student
with a disability as an employee of the public agency.

Participating agency means any agency or institution that collects, maintains, or uses personally
identifiable information or from which information is obtained under Part B of IDEA.

NOTICE TO PARENTS (34 CFR 300.612)

DESE requires each public agency to give adequate notice to fully inform parents about public
agency's responsibility to protect the confidentiality of any personally identifiable information
collected, used, or maintained for IDEA purposes. The notice will be provided in the native
language of the parent. The notice shall include:

(1) The different languages the notice is available in;
(2) A description of the students on whom personally identifiable information is maintained,
the types of information sought, the methods the public agency intends to use in gathering

the information (including the sources from whom information is gathered), and the uses to
be made of the information;
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(3) A summary of the policies and procedures which the public agency must follow regarding
storage, disclosure to third parties, retention, and destruction of personally identifiable
information; and,

(4) A description of all of the rights of parents and children regarding this information,
including the rights under the Family Educational Rights and Privacy Act of 1974-and
implementing regulations in 34 CFR part 99.

Before any major identification, location, or evaluation activity is initiated, the notice must be
published or announced in newspapers or other media, or both, with circulation adequate to notify
parents throughout the public agency of the activity.

ACCESS RIGHTS (34 CFR 300.613)

Each local school district/public agency shall permit parents to inspect and review any educational
records relating to their children that are collected, maintained, and used by the local school
district/public agency regarding their student without unnecessary delay and before any meeting
regarding an IEP, hearing relating to the identification, evaluation, placement or provision of
FAPE, or resolution session and, in no case, more than 45 days after the request has been made.
The right to review and inspect records includes:

(1) The right to a response from the participating agency to reasonable requests for
explanations and interpretations of the records;

(2) The right to request that the agency provide copies of the records containing the
information if failure to provide those copies would effectively prevent the parent from
exercising the right to inspect and review the records; and,

(3) The right to have a representative of the parent inspect and review the records.

An agency may presume that the parent has authority to inspect and review records relating to
his/her child unless the agency has been advised that the parent does not have the authority under
applicable state law governing such matters as guardianship, separation, and divorce.

RECORD OF ACCESS (34 CFR 300.614)

Each participating agency shall maintain a record of all parties obtaining access to education
records collected, maintained, or used under Part B of IDEA (except access by parents and
authorized employees of the participating agency) including electronic records. The record will
include:

(1) Name(s) of party;

(2) The date access was given; and,

(3) Purpose for which the party is authorized to use the records.
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The record of access shall be maintained in each file of each student that contains confidential
information. The agency is required to maintain a list of those employees who have access to
educational records and maintain the list in a central location. Only employees of the agency who
have a legitimate need to access education records shall be included on the list.

RECORDS OF MORE THAN ONE STUDENT (34 CFR 300.615)

If any education record includes information on more than one (1) student, the agency shall allow
parents to inspect and review only the information relating to their child or to be informed of the
specific information.

LIST OF TYPES AND LOCATION OF INFORMATION (34 CER 300. 616)

Each participating agency shall provide parents, on request, a list of the types and locations of
education records collected, maintained, or used by the agency.

FEES (34 CFR 300.617)

Each participating agency may charge a fee for copies of records which are made for parents under
this part if the fee does not effectively prevent the parents from exercising their right to inspect and
review those records. A participating agency may not charge a fee to search for or to retrieve
information under this part.

AMENDMENT OF RECORDS AT PARENT REQUEST AND HEARING RIGHTS (34
CFER 300.618)

A parent who believes that information in the educational records collected, maintained, or used
under this part is inaccurate, misleading, or violates the privacy or other rights of his/her child may
request the participating agency that maintains the information to amend the information.

The school district/public agency shall reach a decision regarding the request within a reasonable
period of time, but no more than 45 calendar days after receipt of the request. If the agency agrees
to the requested amendment, the records in question shall be amended as agreed to. If the agency
denies the request for an amendment, the agency shall:

(1) Inform the parent of the denial and advise the parent of their right to a hearing; and,

(2) Advise the parent/guardian that they have a right to request a hearing, before an official of
the district or agency, if they desire to further challenge the data contained within the
student's file. This hearing shall be held in conformity with the requirements outlined in
Section 99.22 of the Family Educational Rights and Privacy Act regulations.

If, as a result of the hearing, the public agency decides the information is inaccurate, misleading, or

otherwise in violation of the privacy or other rights of the student, the public agency shall amend the
information accordingly and so inform the parent in writing.
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If, as a result of the hearing, the public agency decides that the information is not inaccurate,
misleading, or otherwise in violation of the privacy or other rights of the student, the agency shall
inform the student’s parent of the right to place in the records it maintains on the student a
statement commenting on the information or setting forth any reason for disagreeing with the
decisions of the public agency. Any explanation placed in the records of the student must be
maintained by the public agency as a part of the student’s records as long as the record or contested
portion is maintained by the public agency. If the record of the student or the contested portion is
disclosed by the public agency to any party, the explanation must also be disclosed to the party.

CONSENT (34 CFR 300.622)

Parental consent must be obtained before personally identifiable information is disclosed to third
parties, unless the information is contained in the educational records, and the disclosure is
authorized without parental consent under 34 CFR part 99 (the regulations implementing the
Family Educational Rights and Privacy Act of 1974).

Parental consent, or the consent of an eligible student who has reached the age of 18, must be
obtained before personally identifiable information is released to officials of participating agencies
providing or paying for transition services in accordance with an IEP.

If a student is enrolled or going to enroll in a private school that is not located in the public agency
of the parent’s residence, parental consent must be obtained before any personally identifiable
information about the student is released between officials in the public agency where the private
school is located and officials in the public agency of the parent’s residence.

SAFEGUARDS (34 CER 300.623)

Each public agency shall protect the confidentiality of personally identifiable information of
collection, storage, disclosure, and destruction stages. To assure protection, the public agency shall:

(1) Appoint one (1) official at each public agency to be responsible for ensuring the
confidentiality of any personally identifiable information;

(2) Provide training or information to all persons collecting or using personally identifiable
information in the state's policies and procedures governing such information; and,

(3) Maintain, for public inspection, a current list of the names and positions of those employees
within the public agency who may have access to personally identifiable data.

DESTRUCTION OF INFORMATION (34 CER 300.624)

The public agency shall inform parents when personally identifiable information collected,
maintained, or used under this part is no longer needed to provide educational services to his/her
child. The information must be destroyed at the request of the parent subject to the federal
requirement that records be maintained for a minimum of three (3) years from the date the child no
longer receives special education and related services. However, a permanent record containing
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the student's name, address, phone number, grades, attendance record, classes attended, grade level
completed, and year completed may be retained without time limitation.

STUDENTS’ RIGHTS (34 CFER 300.625)

All rights of privacy and educational records indicated herein with regard to parents shall pass to
the student upon reaching age 18, or when the student is otherwise emancipated under state law,
except in the case of a student with a disability who is legally determined to be incompetent to
make such decisions for himself/herself and for whom legal guardianship or conservatorship is
required beyond the age of 18. In those instances, the legally established guardian or conservator
shall maintain the rights to privacy as outlined in this section.

Parents of students who reach age 18 but who are still dependents, as defined in Section 152 of the

Internal Revenue Service Code of 1954, may inspect and review the student’s educational record at
the discretion of the public agency.
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